Technical Advisory Committee Meeting
July 17, 2025

Attendance: Bryan Peterson, Jeremy Cox, Jonathan Karras, David Long, Joe Breen, Jim Stewart, Troy Jessup,
Spencer Jenkins, James Deaton

Welcome

Update on public safety efforts — Jeremy Cox

USBE was tasked with forming several committees to evaluate and look at the current security situation in
technology in all school districts. The TCC is involved in one of those, and they are forming some
recommendations that they will send to the committee. Some stuff will hit in this next legislative session, based
on what goes through. Eventually, once it passes our committee, it goes to the School Security task force and
then to the legislature.

Regarding House Bill 84 and the compliance process. Sounds like everybody is moving in the right direction.
Some districts are a bit slower than others. Some have started implementing the guardian program, which is
probably the biggest beginning lift in the process, because it is required in this coming school year. The state of
Utah put out a massive grant that was dedicated mostly towards security cameras, which is another key item
that HB84 wanted. The State is also looking for recommendations for an Alyssa’s law-compliant solution.

Generally speaking, sounds like there may be requests from public safety that may want access to information
that sits on UETN'’s backbone. Specifically, camera systems are required to be accessible by public safety.

Update on Cybersecurity

Utah System of Higher Education (USHE) has its penetration (PEN) test group that does PEN tests for higher
education entities. They recently started doing PEN testing for technical colleges. Some of those technical
colleges have implemented Adlumin. They primarily found that Adlumin for those technical colleges did not
have a licensed incident response or MDR service. Adlumin is only as good as ingesting the alerts and sending
them emails and information about what’s going on, but it’s still up to the tech colleges to do the actual
response.

K12 implementation of Adlumin is going extremely well. Have been getting meaningful implementation from
every single school district in the State. The only place where we continue to have struggles is in the charter
school area. A lot of that stems from many of these charter schools not having on-site, dedicated technical

support. So, implementing something like Adlumin becomes a low priority on the part of the charter schools.

Update on Al activities
UETN’s biggest issue is access to GPUs. Have great ideas, but no access. They don’t have a current strategy
or the equipment in place to do a lot of heavy lifting in Al.

Initiatives UETN is working on:
1) Netflow data analytics — Would like to find a way to analyze all the metadata UETN retains. They retain
every packet that comes in and out of their network, and it's logged using Netflow.
a. Based on the current limitation of the GPUs, UETN doesn’t have the ability to process live
Netflow data.
b. Some opportunities for Al include better detection of malicious activity and active blocking based
on Al-detected security events.
c. Joe Breen offered for UETN to use CHPC GPU resources, and UETN will look into what that
would take.
2) Network telemetry data: UETN retains years’ worth of network telemetry data that can be analyzed and
may provide better network stability and route optimization options.
a. UETN has started experimenting with analyzing telemetry data.
b. Telemetry data may require machine learning data categorization.
c. UETN will share its efforts with telemetry analyses with the RENs



Update on BLM proposal

BLM needs fire cameras in rural areas of Utah to help in detecting and mitigating wildfires. This proposal, if
funding can be obtained, will support 14-17 sites. Interested in the research opportunities this will create. Use
of Al to monitor smoke anomalies, faculty can analyze foliage, and observe changes over the years etc.

Agenda Bash - Committee Member Interests and Agenda Adjustments — Discussion
The proposed agenda topics are good

Update on WildWEST
Not discussed due to time

Other Member Interests
Not discussed due to time

Adjourn



